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What is Azure Databricks?

Apache Spark Ecosystem

Spark SQL - MLIib GraphX
+ DataFrames LHEE Machine Learning Graph Computation

Spark Core API

R sqL Python Scala Java

Fully managed spark clusters

Interactive workspace for data
exploration

Optimizations for the Azure
environment

Programmatic API access (Jobs)

Integration with Azure services

@ Keepsecure

4



Core Concepts - Configuration Layers

Databricks API
Access

« Databricks CLI
Workspace UI
REST API

Databricks Rest

API

Databricks
Configuration

Manager

PowerShell

/
Azure RBAC « ARM Templates
- \ Azure Resource P

— Portal
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Core Concepts —- Workspaces and Notebooks

Workspaces Notebooks

i Attached: @ * [RFiev

PORTAL stephanie.bodoff@databricks.com

Cmd 1

N € Azure Databricks class MyClass(object):
def methodl(self, paraml, param2):

— @ e @L return paraml + param2
(0]

def method2(self):

Explore the Quickstart Tutorial L3 Import & Explore Data Create a Blank Notebook

8
Duta Spin up a cluster, run queries on preloaded data, and uickly import data, preview its schema, create a table, arx Create a notebook 1o start querying, visualizing, and return "hi"
splay results in 5 minutes. query it in a notebook deling your data
= Common Tasks Recents Documomanon Command took ©.04 seconds by
[£) New Notebook (7' patabricks Guide
Q - 5
- Cmd 2
Search & upioad Data (7' python, R, Scala, SQL
BB Create Table 2 Importing Data
& New Custer instance = MyClass()
c New Job
A New MLfiow Experiment [ »
g Command took ©.07 seconds by
Import Library .
(7' Read Documentation N }
Cmd 3
1nstance.

instance.methodl(paraml, param2) ||

instance.method2()

-
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Workspace Automation - ARM Templates

{

"name”: "string”,

"type": "Microsoft.Databricks/workspaces”,

"apiversion™: "2@18-e4-21",

"tags": {3},

"location™: "string”,

"properties”: {  Control where “data plane” will
"managedResourceGroupId”: "string®, .
"parameters™: {}, II\/EE

"uipefinitionuri®™: "string”, ] L
i « Can assign a specific user to use
"principalid”: "string”, to host management activities

"rolepefinitionid™: "string"
. - Can define service targets

¥
"sku™: {
"name”: "string”,
"tier™: "string”
¥
}
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Workspace Architecture -

Customer-managed
Databricks
“bi(; ¢ NSG

EcecT
m Customer-managed
Iyiu.v:-. Databricks
Workspace VNET
Custom
Route Table - <. * .>
UDRs
\
VNET
Peering K Clmtm

@@

Data Science
Clusters

Key Considerations

—> Network Permissions
> Secrets
—> Mount Points

https://databricks.com/blog/2020/03/27/data-exfiltration-protection-with-azure-

databricks.html
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Core Concept — Databricks Rest API 2.0

« Most components can be
configured via REST

Clusters Libraries Workspace
 Authentication done via
DBFS MLFlow Permissions PAT, preview for OAuth
 Databricks CLI wrapper
Instance over REST API, effectively
Groups SCIM Pools just passing JSON objects
(request/response)
Secrets Token » Consider creating a Service
Account with PAT to handle
automation

@ Keepsecure
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Core Concepts - Clusters

oo R

Can Use \
v

Pools

@ Keepsecure 11




Cluster Automation — Key Considerations

"cluster_name":“TheBestestCluster”,

"spark _version":"latest-stable-scala2.11",
"node_type id":"Standard DS3 v2",
"num_workers": 5,

Nodes vs Autoscale

"autotermination minutes": 30, Init SCFIptS
"idempotency token":"arandomstring", - -
B — Libraries
{
ey T Tmportance” —> Idempotency_token
"value":"Really low" :> Custom Tags
}
e conts > Auto-termination
spark_conf": -
"spark.databricks.delta.preview.enabled": "true", Minutes
"spark.databricks.cluster.profile”: "serverless",
"spark.databricks.service.server.enabled": "true",

"spark.databricks.repl.allowedlLanguages"”: "sql,python,r"”
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Cluster Considerations - Standard Autoscaling

— Scaling type in the —> Add/Removes nodes using
“Standard” cluster mode exponential algorithms

= Scale-down only occurs — Scales down after 10 minutes
when cluster is of “underutilization”

completely idle
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Cluster Considerations - Optimized Auto scaling

100
IME

— Scaling type in the —> Can scale down while workloads
“Premium” cluster mode running by moving shuffle files

—> Jobs are always run with —> Makes scale down decisions after
Optimized Auto Scaling 150 seconds
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Cluster Considerations - Init Scripts and Libraries

SCOPES

Workspace

—> Can require local DBFS
Cluster

—> Consider using CI/CD
Notebook Process to handle
complexities
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Core Concept - Databricks Vnet Injection

-

o MSFT-mana ged

&’l Subscription

llllll

Makes use of Azure Resource
Delegation

Network security group
configured with Azure service
tags

Requires 2 subnets (public and
private)

Makes use of other Azure
networking features (on-prem
access, service endpoints, etc)

@ Keepsecure
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Network Security — Enable Delegation

{ n n

"name" : "publicsubnet”,
"properties":{
"addressPrefix":"[parameters('publicSubnetPrefix"')]",
"networkSecurityGroup":{
"id":"[resourceld('Microsoft.Network/networkSecurityGroups',concat(parameters(
'virtualNetworkName'), '-pubnsg'))]"

}s
"delegations": [
{
"name": "databricks-del-public”,
"properties": {
"serviceName": "Microsoft.Databricks/workspaces”
}
}
|

}s
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Network Security - Add VNET Injection

"type": "Microsoft.Databricks/workspaces”,
"properties": {
"ManagedResourceGroupId": "[variables('managedResourceGroupId')]",

"parameters": {
"customVirtualNetworkId": {
"value": "[parameters('customVirtualNetworkId')]"
}
"customPublicSubnetName": {
"value": "[parameters('customPublicSubnetName')]"
}
"customPrivateSubnetName": {
"value": "[parameters('customPrivateSubnetName')]"

}
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Core Concept: System for Cross Identity Management

Cloud applications

On-premises \
applications =
l Azure AD Azure Active Joffice365 box
P ‘ Connect Directory

3 —py— «—| VYV rublic cloud
Windows Server ’ '
, @ @lcssfbrcc / A Docusign

Active Directory

WV,

Your own business External identites

applications
@= avyli

User ‘ ‘ M User - Source API Target API M User - ‘ ‘ User
. anagemen anagemen .
Repository ‘ ‘ AgPI Connector Connector EPI ‘ ‘ Repository
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(1] seer e 8N
) Freerpre Appiication

“s Overview
[ Deployment Plan
X Diagnose and solve problems
Manage
[l Properties
& Owners
& Users and groups
Single sign-on
Provisioning

© Self-service

Security

4. Permissions

{#/ Usage & insights (Preview)

= Access reviews

Troubleshooting + Support
& virtual assistant (Preview)

& New support request

Properties

Name &

Application ID @

ObjectiD @
f

Getting Started

A 1. Assign users and groups

Provide specific users and groups access
to the applications

3. Provision User Accounts

Automatically create and delete user
accounts in the application

What's New

Sign in charts have moved!

The new Insights view shows sign in info along with of

Delete Application has moved to Properties|
You can now delete your application from the Properti

Getting started has moved to Overview
The Getting Started page has been replaced by the ste

Databricks Users via SCIM

“Append only” type functionality
Can configure users/groups to provision
Sync happens every 20-40 minutes

Requires Personal Access Tokens

-
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Core Concepts: Permissions

« Generally configured via UI,
but API in preview
« Only available in the premium
plan
« Usually applied after the target
Notebooks has been created
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Permissions: Example

Job Runner Data Analytics
CAN_MANAGE_RUN CAN_RESTART
CAN_VIEW Notebooks CAN_EDIT
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Core Concept: Integrations

»
Vault Can Use Scopes

Uses

HTTPS Event Hub

Databricks SQL SOL

%‘ Data Lake

Cluster
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Who Dun It?

Scopes

Data Lake

g 0

Can use ACLs (Premium Only)
Build specific scopes for users/groups

Azure Key Vault provides separation of
duties

Can use AAD Passthrough

Combine with ACLs on the Data
Lake
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Databricks Setup Steps
ARM (1

Template

Create
Resource
Groups

—> Databricks Resource Group

—> Databricks Cluster(s)

—> Azure Key Vault

ARM
Template

Create Virtual
Network

—> VNET for all workspaces

—> Subnets per “workspace” to
deploy
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Databricks Setup Steps
ARM ®

Template

ARM

Template

Create
Workspaces

Create Key
Vaults

—> Consider secret scopes — > Consider mounts
architecture
—> Consider tiers (Standard vs
> Provide necessary key vault Premium)
Egggizr?ups Jadmins —> Consider VNET/Subnet
Setups
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Databricks Setup Steps
SCIM O

Assign

Create
Databricks

Users

Databricks
Objects

— > Notebooks / Directories /

—, Consider users/groups per Secret Scopes / etc

workspace

—> Tie in with other AD —> Assign appropriate
Features (dynamic groups, permissions
etc)

@ Profit, I think....
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Security 1 - Control Plane Data

—> Notebook results are stored

9 EaE in MySQL database in the
® ~ /\® control plane

Databricks Server
Plane

—> Option to use customer
managed keys in key-vault

Big Data "Scientist"

—> Increased latency / key
caching

https://docs.microsoft.com/en-us/azure/databricks/security/keys/customer-managed-key-notebook
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Security 2 - Cluster Communication

—> Communication to the
<> ............................................. <> .......... /\@ ......... dluster is encrypted

Communication between
cluster nodes is not
encrypted

Databricks Server

— 3 Databricks API ; > :;
: : : Plane :

Big Data "Scientist"

Init Script to enable cluster
communication to use TLS

https://docs.microsoft.com/en-us/azure/databricks/security/encryption/encrypt-otw
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